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Introduction   

Whilst   many   are   familiar   with   the   term,    a   limited   group   of   people   truly   understand   

cryptocurrency.   The   majority   of   people   lack   the   understanding   of   how   it   functions,   or   what   

it   really   is.    It   has   been   considered   one   of   the   most   futuristic   approaches   upon   changing   

global   society   of   the   current   time.    By   some   it   is   described   as   the   realistic   future   of   

monetary   exchange.   A   variety   of   nations   are   coming   to   accept   it   as   a   form   of   such.   Since   it's   

registration   in   late   2008,   the   value   of   a   single   Bitcoin   has   increased   from   $0.01   to   over   

$7,000   (Shown   in   image   down   below).   Over   1000   other   types   of   cryptocurrencies   have   been   

created.   Currently,   Bitcoin   alone   has   transaction   values   of   3   billion   dollars   daily.    In   short,   

Bitcoin,   amongst   other   cryptocurrencies,   is   easier,   quicker   and   cheaper.   This   poses   a   huge   

threat   upon   banks.   However,   the   problems   don’t   end   there.   As   the   usage   of   cryptocurrency   

has   increased,   so   has   its   associated   crime   and   fraud.   Six   nations   currently   consider   

cryptocurrency   illegal.   However,   that   doesn’t   mean   that   the   rest   of   the   nations   support   it.   

Even   in   countries   where   it   is   legal,   cryptocurrency   is   sometimes   with   it's   restrictions.   

Popular   forms   of   cryptocurrency   are  

being   considered   the   currency   of   

choice   for   criminal   activities.   The   list   

consists   of   drug   deals,   tax   evasion,   

money   laundering,   Ponzi   schemes   

and   kidnapping   for   ransom   by   theft   

of   cryptocurrencies   amongst   other   

illegal   activity.   Due   to   the   increasing   
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demand   for   cryptocurrencies,   the   opportunity   arises   for   criminals   to   easily   hide   behind   

anonymity   and   policies   initially   implemented   to   protect   privacy.   This   poses   a   serious   threat   

and   a   problem   for   law   enforcement,   worldwide.   Inconsistent   regulations   regarding   this   

issue,   evasion   technology   and   cross-border   transactions   are   all   factors   that   contribute   to   

why   this   should   be   recognized   as   an   important   issue   to   address.   Most   alarming   however,   is   

still   the   little   nations   know   of   cryptocurrencies,   and   adds   on   to   why   solutions   are   yet   to   be   

found.     
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Definition   of   Key   Terms   

Cryptocurrency   

Cryptocurrency,   or   crypto,   is   a   digital   currency   that   is   used   as   a   medium   of   exchange.   

  

Blockchain     

“A   system   in   which   a   record   of   transactions   made   in   bitcoin   or   another   cryptocurrency   are   

maintained   across   several   computers   that   are   linked   in   a   peer-to-peer   network.”-   Oxford   

Languages   

  

Fraud   

Financial   gain   obtained   through   criminal   deceit   

  

Crime   

An   illegal   act   or   action   that   forbidden   and   therefor   punishable   by   law   
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Background   Information   

The   first   form   of   cryptocurrency,   Bitcoin,   was   

registered   in   2008   by   Satoshi   Nakaomoto.    What   

was   first   considered   an   interesting   internet   

curiosity,   has   now   turned   into   a   multi-billion   

dollar   asset   class   in   around   ten   years.   This   

constantly-growing   form   of   monetary   exchange   is   

far   ahead   of   the   policy   makers,   leaving   governments   unsure   on   how   to   address   the   issue.   

This   is   a   serious,   complex   and   layered   problem.    David   Yermack   from   NYU   Stern   School   of   

Business   explains   simply   that   “Governments   don’t   know   what   to   do   about   this”.   It   is   clear   

that   there   is   a   trendline   between   the   usage   of   cryptocurrency   and   fraud   and   crime-   coming   

in   forms   such   as   drug   deals,   tax   evasion,   money   laundering,   Ponzi   schemes   and   kidnapping   

for   ransom   by   theft   of   cryptocurrencies.   According   to   a   Europol   report   released   in   2015   

about   payment   between   criminals,   40%   of   illicit   transactions   in   the   European   Union   used   

cryptocurrencies   to   transfer   money.   Various   pressing   questions   are   being   raised   by   world   

leaders.   How   should   cryptocurrencies   be   regulated?-   that   is,   if   they   should   be   regulated   at   

all.   Governments   can’t   yet   come   to   an   international   agreement   whether   cryptocurrencies   

should   be   regulated,   or   the   illegal   activity   within   them.   David   Yermack   explains   that   if   a   

nation   wants   to   get   rid   of   all   access   to   cryptocurrencies,   the   only   way   to   do   so   with   100%   

effectiveness   is   to   “switch   off   the   internet”.   It's   easy   to   shift   around   crypto   without   the   user   

leaving   a   country.    Some   governments   have,   however,   taken   initiative   and   started   to   

introduce   national   regulations   regarding    specifically   the   issues   of   taxation   and   money   
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laundering   within   cryptocurrencies.   However,   these   regulations   and   nations’   responses   

vary   greatly.   The   United   States   of   America   and   European   Central   Bank   started   accepting   

cryptocurrency   as   virtual   currencies   quite   quickly   after   its   release.   It   has   been   accepted   and   

encouraged   as   a   legal   payment   method   in   nations   such   as   the   Islamic   Republic   of   Iran.   

China,   on   the   other   hand,   has   implemented   strict   restrictions   on   the   usage   of   

cryptocurrencies.     
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Countries   and   Organizations   Involved   

Japan   

Japan   is   known   for   one   of   the   most   technologically   advanced   societies   in   the   world.   It   was   

therefore   no   surprise   when   they   legalized   cryptocurrency.   In   regard   to   crypto   exchange   

and   trading   within   Asia,   it   is   often   described   in   the   form   of   a   hub.   Additionally,   Japan   has   

set   up   a   Payment   Service   Act   relative   to   cryptocurrencies.     

  

United   States   of   America   

In   2013,   Bitcoin   was   accepted   as   a   decentralized   currency   by   the   US   government.   Bitcoin   is   

taxable   as   property   in   the   US.   Whilst   Bitcoin   is   legal,   the   US   has   not   specified   whether   other   

cryptocurrencies   are   considered   legal.     

  

Chainalysis   Inc   

Chainalysis   partnered   with   UNODC   to   create   the   Train-the   Trainers   program.   (More   

information   regarding   this   program   under   “Previous   Attempts   to   Solve   the   Issue”.)   

Chainalysis   works   around   this   idea   that   “   the   use   of   Virtual   Currencies   is   steadily   growing   

and   today   analysts,   law   enforcers   and   prosecutors   need   training   to   collect   and   disseminate   

data   gathered   by   exchanges   and   brokers   thus   supporting   the   expertise   of   national   

agencies   in   preventing   misuse   of   this   innovative   technology   for   criminal   purposes,”   says   

CEO   Michael   Gronager.   

  

 



8   

Russia     

Russia   has   classified   Bitcoins   as   simply   “not   illegal”.   People   are   allowed   to   explore   Bitcoin   at   

their   own   risk.   The   Russian   Government   doesn’t   regulate   nor   support   cryptocurrency.     

  

China   

China   has   taken   various   measures   to   decrease   the   usage   of   cryptocurrency   

within   the   nation.   Banking   systems,   for   example,are   not   accepting   

cryptocurrencies   or   related   services.   It   is   against   Bitcoin   mining   and   initial   coin   

offerings   are   illegal.   However,   China’s   central   bank   is   currently   developing   their   

own   digital   currency.     

  

Canada     

Canada   is   a   nation   that   supports   Bitcoin,   however   it   is   outspoken   on   finding   a   solution   to   

ensure   that   the   support   of   this   digital   currency   doesn’t   make   room   for   money   laundering.   

Because   Canada   classifies   Bitcion   exchanges   as   money   service   businesses,   it   brings   Bitcoin   

under   the   purview   of   anti-money   laundering   (AML).     

  

Germany   

Whilst   the   EU   and   various   nations   within   Europe   have   recognized   cryptocurrency   or   allow   

it,   Germany   is   leader   and   advocate   in   the   investigation   of   blockchain   solutions:   German   

citizens   are   also   allowed   to   trade   and   do   transactions   through   Bitcoin.   
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Additional   Note   

Whilst   these   are   some   of   the   nations   most   involved,   it   goes   without   saying   that   when   

discussing   a   possible   global   form   of   monetary   exchange,   all   nations   are   to   some   extent   

affected.   For   more   information   regarding   individual   nations   and   their   approach   upon   

cryptocurrency   visit    this   database.  

  

  

  

  

  

  

  

  

  

  

  

  

 

https://www.loc.gov/law/help/cryptocurrency/world-survey.php
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Timeline   of   Events   

 

18   August,   2008    Bitcoin.org   is   registered   

31   October,   2008    Designer   of   Bitcoin,   Satoshi   Nakamoto,   

develops   a   paper   “Bitcoin:   A   Peer-to-peer   

Electronic   Cash   System”.   This   is   marked   as   

the   origin   of   the   crypto-coin   revolution.   

12   January,   2009    The   first   ever   Bitcoin   transaction   occurs   

successfully     

16   August,   2010    The   first   Bitcoin   hacking   occurs.   184   billion   

Bitcoins   is   caught   by   Jeff   Garzik.     

3   February   2010      Namecoin,   Swiftcoin   and   Litecoin   amongst   

others   join   Bitcoin   in   the   cryptocurrency   

market.     

Bitcoin   receives   criticism   because   of   the   

limited   traceability   on   the   “Dark   Web”.   

Regardless,   the   Bitcoin   price   proceeds   to   

increase   by   huge   amounts.     

  

20   June,   2012    Coinbase   in   founded   
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16   April,   2011    The   Times   published   an   article   “Online   

Cash   Bitcoin   Could   Challenge   Government   

and   Banks”.   This   is   the   first   time   Bitcoin   is   

highlighted   in   mainstream   media   and   

provokes   a   lot   of   fuss   regarding   this   new   

issue.   

29   October   2013    The   first   ever   publicly   accessible   Bitcoin   

ATM   is   located   in   Vancouver,   Canada   

19   March,   2014    Mt.   Gox,   a   cryptocurrency   exchange   

platform   based   in   Japan,   goes   offline   and   

files   for   bankruptcy.     

4   August,   2014    Microsoft   allows   users   to   use   Bitcoin   

transactions   for   their   games.   

23   February,   2015    Etherum   and   Coinbase,   crypto   currencies,   

open   its   doors   and   enter   the   crypto   

currency   market.   

2   July   2015    Bitstamp,   a   bitcoin   exchange   EU-based,   is   

hacked.   However,   it   resumes   trading   after   a   

few   days.   
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3   September,   2016    Uber   in   Argentina   accepts   Bitcoin   

payments.   The   swiss   national   railway   

accepts   the   currency,   and   so   does   the   PC   

software,   Steam.     

18   December,   2016    The   cryptocurrency   “elite”   are   established   

as   the   following:   Bitcoin,   Dash,   Ethereum   

Classic,   Litecoin,   Ripple   and   Monero.     

31   December,   2016    By   the   end   of   the   year   2016,   the   total   

number   of   ATM   marks   was   just   under   900,   

making   major   jumps   considering   there   

were   only   500   in   January   of   that   same   year.    

20   April,   2017    Under   a   new   law,   Bitcoin   is   accepted   as   a   

new   payment   method   in   Japan.   It   is   also   

accepted   as   an   investment   and   payment   

system   by   Skandiabanken,   a   Norweign   

bank.     

12   May,   2017    The   Coin   Market   Cap   counts   over   1000   

cryptocurrencies.   

1   June,   2017    The   worth   of   the   cryptocurrency   market   
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surpasses   100   billion   dollars.   

1   November,   2017    The   worth   of   the   cryptocurrency   market   

surpasses   250   billion   dollars.   

16   December,   2017    An   hitman   is   hired   by   a   woman   to   murder   

her   boyfriend,   and   she   pays   him   through   

Bitcoin.   This   shows   how   the   usages   of   

Bitcoin,   amongst   other   cryptos,   are   

changing.     

28   December,   2017    The   cryptocurrency   market   value   increased   

by   500%   in   the   previous   six   months,   and   is   

now   worth   500   billion   dollars   

27   January,   2018    The   cryptocurrency   market   value   hits   824   

billion   dollars.   

3   April,   2018    The   largest   crash   in   the   cryptocurrency   

market   occurs,   and   it's   value   decreases   to   

248   billion   dollars.   

2   August,   2018    EU   governments   join   forces   to   reinforce   
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regulations   regarding   cryptocurrency.     

12   September,   2018    The   cryptocurrency   market   value   hits   a   

value   lower   than   it   has   ever   been   since   

November   2017,   186   billion   dollars.   

1   January,   2020    Research   shows   that   70%   of   financial   

experts   believe   that   cryptocurrency   is   to   

play   an   important   role   within   society,   

long-term.     
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Previous   Attempts   to   Solve   the   Issue   

In   2017,   the   UNODC   addressed   the   issue   at   hand   by   implementing   the   Cryptocurrency   

Investigation   Train-the-Trainers.   Law   enforcement   experts   from   22   nations   came   together   

to   follow   a   program   that   highlighted   and   structured   international   cooperation   to   work   

together   on   understanding   and   combating   crime   within   cryptocurrencies.   The   participants   

“learned   about   the   business   profile   and   global   ecosystem   of   cryptocurrencies,   including   

Bitcoin   and   Ethereum.   The   practitioners   got   first-hand   information   about   how   to   conduct   

bitcoin   tracing   as   a   part   of   a   wider   financial   investigation,   as   leading   law   enforcement  

experts   from   the   United   States   showcased   how   to   plan   bitcoins   investigations,   where   to   

obtain   information,   and   how   to   collaborate   internationally   on   casework.”   The   participants   

also   worked   on   learning   the   same   cryptocurrency   language   internationally   in   order   to   ease   

international   collaboration   on   the   topic.   The   program   was   partially   funded   by   the   

governments   of   the   UK,   the   USA   and   Norway.   UNODC   also   worked   together   with   various   

organizations   that   focus   on   combating   this   issue,   such   as   Chainalysis   in   order   to   achieve   an   

in-depth,   accurate   and   realistic   program.     
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Possible   Solutions   

Disrupting   financial   flow     

Disrupting   the   financial   flow   of   criminal   activity   through   digital   currencies   could   be   done   so   

by   the   following   two   actions.   1)Tapping   into   criminal   error.   Though   Bitcoin   is   known   for   its   

anonymity   ,   it   doesn't   mean   that   all   criminal   activity   can’t   be   traced.   It’s   not   impossible   to   

do   so   in   a   few   cases.   Making   sure   those   cases   are   identified   is   important.   2)   More   

regulations   should   be   implemented.   Whilst   there   is   no   one   right   answer   to   what   

regulations   should   look   like,   it's   clear   that   criminal   activity   within   cryptocurrency   should   be   

addressed,   and   not   simply   ignored.     

Research,   Education   and   International   Collaboration   

It’s   important   to   emphasize   that   a   final,   effective   solution   is   difficult   to   reach   without   

constant,   updated   information   and   international   collaboration.   What   a   lot   comes   down   to   

is   that   a   lot   of   nations   are   willing   to   implement   regulations   to   shut   down   crime   through   

cryptocurrency.   However,   they   simply   don’t   know   how   to.   Emphasizing   the   importance   of   

research,   so   law   enforcement   can   keep   up   with   illegal   activity   within   digital   currencies   is   

vital.   Then   making   sure   that   new   developments   reach   law   enforcement   is   the   second   

important   step.   That   international   collaboration   is   important   should   go   without   saying.   

However,   especially   now   it   is   even   more   important.    Because   physical   borders   don’t   affect   

crypto   as   much   as   it   would   many   other   issues,   applying   national   regulations   would   be   

easier   to   avoid   when   neighbouring   countries   don’t   follow   those   same   rules.   Finding   global   

solutions   to   the   problem   would   increase   its   effectiveness.     
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